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Summary

Started Aug 04, 2025, 1:14 PM UTC Initiated by Massive IT Scanner IP 104.236.72.193
Completed Aug 04, 2025, 4:53 PM UTC Forclient ~ Sample Account Hosts Assessed 15
Duration 3h 39m
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Attack Paths Exploited Weaknesses Found Credentials Compromised Hosts Compromised

Overall Exposure Level: Critical

This exposure level stems from finding and exploiting critical weaknesses
affecting external assets, leading to Perimeter Breach, Critical Infrastructure
Compromise, and Business Email Compromise.

CRITICAL

To reduce the exposure level, remediate the weaknesses that led to the greatest
impacts. To further improve cyber resilience, implement the security policy
recommendations provided to address any systemic issues affecting the external
assets as a whole.

EXPOSURE
LEVEL

Top Business Risks and Impacts
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Perimeter breach can lead to attackers gaining access to your internal network from the public internet.

Top impacts found along the 111 attack paths exploited during the pentest:

1. Critical Infrastructure Compromise: Discovered and exploited vulnerabilities affecting GitLab on 184.73.131.205 (ec2-
184-73-131-205.compute-1.amazonaws.com) port 8080, Atlassian Confluence on 3.91.156.158 (ec2-3-91-156-
158.compute-1.amazonaws.com) port 8090, and 5 other critical assets. These assets are critical infrastructure that
provide attackers with a privileged position in the network from which they can access a wealth of sensitive data and
launch further attacks.

2. Perimeter Breach: Discovered and exploited critical vulnerabilities that could allow attackers to breach the perimeter of
your network on 184.73.131.205 (ec2-184-73-131-205.compute-1.amazonaws.com), 3.91.156.158 (ec2-3-91-156-
158.compute-1.amazonaws.com), and 12 other hosts. Perimeter breach can lead to attackers gaining access to your
internal network from the public internet.

3. Business Email Compromise: Compromised the email account 79c1f87s08@pod02.example.com. Business email
compromise enables attackers to send and receive emails under the guise of that user. Attackers commonly leverage
email access to conduct business accounting fraud, conduct highly targeted phishing attacks, gain access to sensitive
information, and elicit trusting coworkers to perform actions on their behalf.
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Top Weaknesses

— Critical 63 WEAKNESSES BY CATEGORY

Vulnerability - 33
High 18 Weak Credentials - 45
157 Security 77
WEAKNESSES FOUND Misconfiguration

Missing Security 2
Medium 31 Controls
edium 31 e——!

L—elow45

Fix the weaknesses from the most impactful weakness types found during the pentest:

1. CVE-2021-22205: Gitlab ExifTool RCE affecting application GitLab on 184.73.131.205 (ec2-184-73-131-205.compute-
1.amazonaws.com) port 8080 and application GitLab on 184.73.131.205 (ec2-184-73-131-205.compute-
1.amazonaws.com) port 8080. Unauthenticated attackers can exploit this vulnerability to run arbitrary commands as the
git user on the Gitlab host. The weakness was leveraged in 2 attack paths leading to Critical Infrastructure
Compromise and Perimeter Breach.

2. PT-2021-0019: Password Spray affecting the credential for Microsoft Entra user kionbobwe2@pod16.example.com in
Microsoft Entra tenant dée507ea-d3cb-442f-8c56-94142f3ddd15 and 54 other credentials. An attacker can openly
maneuver throughout an environment and access information if a password is compromised. The weakness was
leveraged in 25 attack paths leading to Business Email Compromise, Microsoft Entra User Compromise, Perimeter
Breach, and Sensitive Data Exposure.

3. PT-2022-0002: Azure MFA Disabled affecting the credential for Microsoft Entra user kionbobwe2@pod16.example.com
in Microsoft Entra tenant d6e507ea-d3cb-442f-8c56-94142f3ddd15 and 53 other credentials. This misconfiguration
permits remote attackers to conduct credential attacks like password spraying to compromise an account and using it to
further compromise an organization. The weakness was leveraged in 25 attack paths leading to Business Email
Compromise, Microsoft Entra User Compromise, Perimeter Breach, and Sensitive Data Exposure.

Systemic Issues

Issue Policy Recommendation

Critical Vulnerabilities Improve Vulnerability Management

1 0 Known exploited vulnerabilities should be patched or mitigated in an efficient
manner to make it harder for attackers to achieve initial access or move

Hosts that the test compromised laterally through an environment.

via CISA known exploited
vulnerabilities.

Inadequate Endpoint Tune Endpoint Security Controls

Security Controls An Endpoint Detection and Reponse (EDR) solution should be deployed to
every endpoint and tuned to prevent common attacker methods for

4 harvesting credentials such as dumping LSASS, LSA, and SAM.

Credentials that the test acquired
from OS credential dumping
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Issue Policy Recommendation

Missing Multi-Factor Enable MFA for Microsoft365

Authentication (MFA) Multi-Factor Authentication (MFA) should be enabled for all Microsoft365 users
to make it difficult for attackers to take over accounts, compromise business

1 email, access sensitive data, and conduct lateral phishing attacks.

User(s) whose Microsoft365 e-mail
inboxes were compromised by
The test

The test identified important systemic issues affecting the overall environment. Addressing these issues will improve the
environment's resilience to future cyber attacks.

1. Critical Vulnerabilities: the test compromised 10 hosts via CISA known exploited vulnerabilities. Known exploited
vulnerabilities should be patched or mitigated in an efficient manner to make it harder for attackers to achieve initial
access or move laterally through an environment.

2. Inadequate Endpoint Security Controls: the test acquired 4 credentials from OS credential dumping. An Endpoint
Detection and Reponse (EDR) solution should be deployed to every endpoint and tuned to prevent common attacker
methods for harvesting credentials such as dumping LSASS, LSA, and SAM.

3. Missing Multi-Factor Authentication (MFA): the test compromised the Microsoft365 e-mail inboxes of 1 user(s).
Multi-Factor Authentication (MFA) should be enabled for all Microsoft365 users to make it difficult for attackers to take
over accounts, compromise business email, access sensitive data, and conduct lateral phishing attacks.

MITRE

This diagram illustrates the actions of the test, as they pertain to MITRE tactics and techniques. Each tile indicates how
many attack modules were used for a given technique during the pentest. A total of 3,210 attack modules employed 51
techniques across 11 MITRE tactics.
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Execution
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Collection

Data from Screen Capture
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As illustrated by severity, the pentest discovered 64 credentials in total, with 36 CRITICAL credentials. The most

impactful credentials likely contribute to the most critical attack paths.
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